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Cisco ASA c cepsucamm FirePOWER

O630p npoaykTa

MpeacTaBnsiem NepBbIfi B OTPACN MHOTOMYHKLMOHANBHBIN MeXceTeBon akpaH HoBoro nokonexust (NGFW),
npegHa3HayYeHHbIV NS pacLUMPEHHON 3alnThbl OT HOBENLLUX Yrpo3 U BPeOOHOCHbIX Nporpamm. MexceTesBon
3KpaH Cisco® ASA ¢ cepsucamu FirePOWER obecneunBaeT MHTErPUPOBAHHYIO 3aLUUTY OT Yrpo3 Ha NPOTSXEHUN
BCEro npoLiecca ataku — rnepes ee Havyarnom, BO Bpems aTaku U Nnocre ee 3aBepLieHnst — nytem obbeanHeHus
B OQHOM YCTPOMWCTBE BO3MOXHOCTEN MexceTeBoro akpaHa Cisco ASA v nyywwnx B otpacnv yHKUMI 3aLLnTbI

OT Yrpo3 v Bpe4OHOCHbIX NporpaMm Sourcefire®. 310 peLlueHve 3Ha4YnTEeNbHO paclumMpseT BO3SMOXHOCTMU
MeXCeTeBbIX 3KpaHOB HoBoro nokorneHus Cisco ASA cepum 5500-X 1 npeBoCcxoauT Apyrme COBPeEMEHHbIE
MeXCeTeBble 3KpaHbI. Cisco® ASA ¢ cepsucamu FirePOWER o6ecneunBaeT macliTabmupyemMocTb U KOHTEKCT,
HeoOxoAMMble ANS 3aWnUThl CeTel Kak NpeanpusaTyiA Manoro u cpegHero 6musHeca, Tak M KOpnopauun U LIeHTPOB
006paboTkM AaHHbIX, B 0gHOM pelueHnn NGFW.

MpeBocxoagHasi MHOrOypOBHEBas 3alymTa

[ns 3awuTbl OT yrpo3 HoBoro nokosneHus pelueHne Cisco ASA c cepucamm FirePOWER npepoctasnser
LUIMPOKNIA HAbOP OYHKLNIA, KOTOPbIE MHTETPUPOBAHbI B MEXCeTeBble 3KpaHbl HOBOro nokoneHusi Cisco ASA cepuu
5500-X 1 MHorodyHKLMOHanbHble ycTponcTtea 3awwmTbl Cisco ASA cepun 5585-X. OHo obecneumnBaeT
KOMIMIEKCHYIO 3aLLMTY OT M3BECTHbIX U HOBbIX YrpO3, BKIHOYAs 3aluTy OT LIeNeBbIX aTak U pacnpocTpaHeHus
BpegoHocHoro MO (puc. 1). Cisco ASA — 310 Hanbornee pacnpoCTpaHeHHbI B MUPE MEXCETEBON 3KpaH
KOpPMOPaTMBHOrO Krnacca ¢ KoHTporieM coctosiHus. Cisco ASA c cepsucamm FirePOWER npegnaraet nonHbin
Habop yHKUWNA.

o ®yHkuMM yganeHHoro gocryna k cetam VPN n paclumpeHHon knactepusauuen, obecneunsaroLlen
ObICTPBIN 1 B6e3onacHbIv 4OCTYM M BLICOKYIO HAAEXHOCTb CUCTEM ANS HENpepbIBHOCTN Bu3Heca.

o PyHKUMS AETanM3npoBaHHOTO MOHUTOPUHIA 1 KOHTponsA npunoxeHun (AVC) nogaepxvsaeT 6onee
3000 anemeHTOB ynpaBrieHns Ha YPOBHE NPUIOXEHUI, KOTOPble B Cry4Yae pucka MOryT akTMBMpoBaThb
yCTaHOBMNEHHbIE MONUTUKN OBHAPYXXeHNs yrpo3 B cucTeme 3almTbl OT BTopxkeHui (IPS), 4yto nossonseT
3HAYNTENBHO NOBLICUTL 3MMEKTUBHOCTL 3aLLMTHI.

e Bepywmn B otpacnu mexceteBon akpaH Cisco ASA ¢ cuctemon npeaoTepaLleHns BTOPXKEHUA HOBOTO
nokonenns FirePOWER (NGIPS) 3HaunTenbHo noBbiwaeT aeKTMBHOCTb 3aLUMThl OT Yrpo3
1 NPeAoCTaBnNseT MOMHY0 KOHTEKCTYyarbHY MHOPMaLMIoO 0 Nofb3oBaTensx, MHPPacTPyKType,
NPUINOXEHNSX U COAEPXKMMOM, YTO NO3BONSET BOBpEMS OOHapyXnBaTb MHOTOBEKTOPHbIE YrpoO3bl
1 aBTOMaTn3MpOBaThb NPOLECC 3aLLMTHI.

o dunbTtpauus URL-agpecoB no penyTtaumu n kateropusim obecneynsBaeT KOMMNIEKCHOE ONoBeLLeHne
N KOHTPOIb HaA NOA03pUTENbHBIM BED-TpadukoMm, a Takke NprMeHeHe NOMUTUK AN COTEH MUMITMOHOB
URL-agpecos B 6onee 4yem 80 kaTeropusix.

e YCoBepLUEHCTBOBaHHas crcTema 3aluTbl OT BpeaoHocHoro MO oGecneynBaeT BbICOKY 3EKTUBHOCTb
0BHapYXEeHNS BTOPXKEHWIA, HU3KYH0 CTOMMOCTb BMaeHNs 1 ONTUMAarbHbIA YPOBEHb 3aLLWTLI, MO3BONASA
GbICTPO BLISBNATL, aHaNU3MPOBaTh M NPeaoTBpaLlaTh pacnpocTpaHeHne BpeaoHOCHOTO
MO 1 BO3HUKAIOLWMX YrPO3, KOTOPbIE MOTYT BbITh MPOMNYLLEHbI HA APYIMX YPOBHAX 3aLUMTbI.
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Puc. 1. Cisco ASA c cepucamu FirePOWER: ocHOBHble hyHKLMM 3aLLMTbI
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HenpeB3onaeHHas Npo3payvyHOCTb CETU

YnpaeneHne mexceTteBbiM 3kpaHom Cisco ASA c¢ cepsucamm FirePOWER ocyliecTBnsieTcst LeHTPanmM3oBaHHO

¢ koHconu ynpaeneHus Cisco FireSIGHT Management Center. Cisco FireSIGHT npegoctaensieT cnyx6am
6€e30nacHOCTY NOMHbIN KOHTPOSb BCEX OEWCTBUI B CETU. DTO pacnpoCTpaHAETCHa Ha nonb3oBaTtenem, yCTponcTaa,
06MeH AaHHbIMU MexXay BUPTYyarbHbIMU MalLMHaMK, YS3BUMOCTH, Yrpo3bl, KITMEHTCKME NPUNoXeHus, dannel

n Beb-cantbl. KomnnekcHble koaddumumeHTsl komnpomeTaumm (10C) No3BONSAT CONOCTaBUTL NOAPOGHYHO
MHAOPMaLMIO O COBBLITUAX B CETU U HA OKOHEYHbIX YCTPOMCTBAX N BbIABUTL 3apaxeHne. MIHCTpyMeHThbI
ynpasneHunst koprnopaTusHoro knacca Cisco nomoratT agMUHUCTpaTopaM YnpoCcTUTb CUCTEMbI, MOBbLICUTb
NpO3payHOCTb CETM N 06eCneynTb NOSHbIN KOHTPOMb MEXCETEBbIX 9KpaHOB HOBOro nokonenusi. Kpome Ttoro, Cisco
FireSIGHT Management Center npegoctaBnsaeT cBeAeHUs O ABWXEHUN BPEOOHOCHbIX (bannos, YTO nomoraeT
OnpeaennTb NCTOYHMK M MacLiTab 3apaxeHus Ans ero O6bICTPOro ycTpaHeHus.

Cisco Security Manager o6ecneunBaeT maclwitabupyemoe v LLeHTpanM3oBaHHOE yrpaBreHne ceTeBbIMU
onepaunamu. JTo pelueHne BkovaeT boraTeln HAbop PyHKUMIA, B TOM Ynche ynpaBneHne nonmTukamm

1 obbekTamu, ynpasneHne cobbITUAMN, NOAFOTOBKY OTYETHOCTU M yCTPaAHEHNE HEMONagoK MEeXCeTeBoro akpaHa
Cisco ASA npwu ncnonb3oBaHuu Cisco FireSIGHT Management Center.

Ons HebonbLumx n HecnoxHbIx cuctem Cisco Adaptive Security Device Manager (ASDM) 7.3.x npegocTaBnsieT
CpeAcTBO yNpaBrieHns onepauysiMm MeXCceTeBoro 9kpaHa Ha OCHOBe rpaddnyeckoro HTepderica NnonbL3oBaTens.
Cisco Adaptive Security Device Manager (ASDM) 7.3.x o6ecneymBaeT ynpasneHve JOCTYNOM 1 pacLUMpeHHble
BO3MOXHOCTW yNpaBneHus cucteMamm 3alunTbl. PaclumpenHsii uHtepdgeric ASDM V 7.3.x yckopsieT u ynpowiaeT
HabniogeHne 3a xapakTepom Tpaduka n NpefocTaBnseT MHCTPYMEHTbI AN ero NogpobHOro aHanmaa.

© Komnanus Cisco v (unun) ee godepHue komnanuu, 2015.
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Puc. 2. Cisco FireSIGHT Management Center: yqobHas naHenb ynpaBneHusi BbICOKOrO YPOBHS 1 AeTann3vpoBaHHasi
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CHuXeHune 3aTpart u ynpoweHune cnctemMm

Cisco ASA c cepsucamu FirePOWER npepnctaBngeT cobon nHTerpypoBaHHoe pelueHune, obecnevunsaioLlee

3(hHEKTMBHYIO 3aLLUNTY OT Yrpo3, CHDKEHNE KanuTalbHbIX U ONEPaUMOHHbIX 3aTpaT M YNPOLLEHNe ynpaBreHus
cuctemamu 3awntbl. OHO NNaBHO MHTErpUpyeTCs B cyLlecTBytoLlyto UT-cpeny, paboyne npouecchl U cETEBYHO
MHppacTpykTypy. CemencTeo cneunanmnampoBaHHbIX YCTPONCTB OTNIMYAETCS XOpOoLle MacluTabrnpyeMocTbio

1 BbICOKOW NMPOU3BOAMTENLHOCTLIO 1 06ecneumBaeT CornacoBaHHyo 1 HageXHyo 3aWwuTy B Macwtabe dunuana,

MHTEpHEeT-NepMmMeTpa 1 LeHTpoB 06paboTku AaHHBIX, Kak B (hU3NYECKMX, TaK U B BUPTyarnbHbIX cpeaax.

Cisco FireSIGHT Management Center no3sonset agMmmHucTpaTopam OnTMMU3MpoBaTh onepauumy no BbISBNEHUIO

Yrpo3 1 OLIEHKE X BINUSHWSA, aBTOMATMYECKN HacTpamBaTb NONUTUKM 6e30MacHOCTU U Ha3HavaTb cobbITUAM
6e3onacHocTN nageHTugukaTopbl nonb3osaTtenei. Cisco FireSIGHT BegeT HenpepbIBHbIN MOHUTOPUHI BCEX
M3MEHEHUIN CETN N aBTOMATMYECKN OLIEHMBAET HOBbIE Yrpo3bl, YTOOLI ONpeaennTb CTENEHb UX BNNSIHUA Ha GusHec.

[Mocne aToro npMHMMarKoTCsa Mepbl MO UX YCTpaHeHuo, n cuctema CEeTEeBOM 3aLnThI agantmpyetca K USMEeHEHHbIM

ycnoBsusam cpenbl yrpoas. ABTOMaTMSMpy}OTCﬂ Ba)XXHble onepaunn no obecneyeHnto 6e30nNacHOCTU, Takue Kak

HaCTpOI;IKa NOJTUTUK, YTO NO3BOJNIAET COKOHOMUTL BPEMA N yCUNNA Npu nogaepxXaHmm onTuManbHOIo COCTOAHUA

CpeacTs 3alnThl U Mep NPOTUBOAENCTBUS Yrpo3am.

Cisco FireSIGHT Management Center nerko MHTErPUPyeTCs CO CTOPOHHUMMW PELUEHUAMMW 3aLLUUTHI Yepes
API-uHtepdenic eStreamer, o6ecneunsas onTuMm3aumo paboumx NPoLLECCOB M NMABHYH UHTErpaLmo

B CYLLECTBYIOLLIYIO CETEBYIO MHAPACTPYKTYPY.

B tabn. 1 nepeuncneHsl nyywme B CBOEM KInacce BO3MOXHOCTU MexceTeBbIxX akpaHoB Cisco ASA ¢ cepBucamu

FirePOWER.

© Komnanus Cisco v (unun) ee godepHue komnanuu, 2015.
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Ta6n. 1. BoamoxHocTn n npenmyluecTBa MexceTeBbix akpaHoB Cisco ASA c cepsucamu FirePOWER

MexceTeBoI 3KpaH HOBOro
noKoneHus

MpoBepeHHbIN MeXceTeBoun
3akpaH ASA

Beayuwias Ha pbiHKe cuctema
npeaoTBpaLLeHUsl BTOPXEeHUN
HOBOTO MOKOMNEeHUs!

YcoBeplieHCTBOBaHHas 3alymTa
oT BpepgoHocHoro MO

MonHbIN y4eT KOHTEKCTa

KoHTponb npunoxeHun
un ounbTtpaumnsa URL-agpecoB

YnpaBneHue KopnopaTMBHOIO
Knacca

ABTOMaTu3auusa onepauun

CneuvanuavpoBaHHas,
MaclwTabupyemasa apxuTekTypa

BcTpoeHHoe ynpaBreHne

YpaneHHbi goctyn yepes VPN

OpraHusauusa VPN mexpay
cdmnunanamm

BcTpoeHHasi BO3MOXHOCTb
6ecnpoBoAHoOro gocTtyna

YcuneHHbi hopm-chakTop

3KocucTemMa CTOPOHHUX
NnocTaBLUUKOB

WHTerpaums c cuctemon Snort
u nnatdopmon OpenAppID

Collective Security Intelligence
(CslI)

MepBbIit B OTPACNN MEXCETEBOW KPaH HOBOTO MOKONEHUs NPeoCTaBnAeT hYHKLIMM MEXCETEBOrO 3KpaHa
ASA, LUMPOKUE BO3MOXHOCTY 3aLLMUTbI OT Yrpo3, 0GHAPYXeHWUsl BTOPXKEHUI U CPEACTBA MO UX YCTPaHEHWO
B O[JHOM YCTpoiicTBe

LLinpokvie BO3MOXXHOCTM MapLUpyTU3aLIMK, KOHTPOMb COCTOSIHUS, MPeobpa3oBaHne CEeTEBLIX aApecoB
1 AMHammndeckas knactepusauus obecneunBaoT BbICOKYI0 3 eKTUBHOCTb 3aLLUTbl U HAAEXKHbIA AOCTYN
k cetsim VPN Cisco AnyConnect®

Bbicoyanunii ypoBeHb 3aLLuThbl OT BTOPXKEHWUN N 3P DEKTUBHOE YCTPAHEHWNE KaK M3BECTHbIX, Tak U HOBbIX
yrpos

O6HapyxeHue, 6rokMpoBKa, OTCNeXnBaHne, aHanus n yctpaHeHne speaoHocHoro MO ans sawuTbl
KOMMaHWUK OT LieNeBbIX aTak U pacnpocTpaHeHns BpeaoHocHoro MO

MprMeHeHMe NONMUTUK Ha OCHOBE MOJTHON MOHUTOPWHTA MNoJb3oBaTeneil, MOBUIbHLIX YCTPOWUCTB, KIMEHTCKUX
NpUNoXeHWn, oGMeHa AaHHbIMU MeXAY BUPTYanbHbIMU MallMHaMu, ys3BUMocTeln, yrpo3 n URL-agpecos

KoHTposib Ha YpOBHe NPUMOXEHWI (HaZ NPUNOXEHUAMMU, reoNoKaLMOHHBIM AaHHbIMM, NONb3oBaTeNsMu, Be6-
caiiTamu) U NPUMEHEHWE NONUTUK 6E30MaCHOCTM Ha OCHOBE MOJIb30BaTeNbCKMX NPUNoXxeHun n URL-
afpecos

MaHenu ynpaBneHus 1 feTannanpoBaHHble 0TYETbI 06 0GHApPYXKEHHbIX XOCTax, MPUMNOXEHUsIX, Yrpo3ax
1 NpU3HaKax BTOPXKEHWS ANs NOMHON NPO3payHOCTN CeTU

Hun3kue onepaumnoHHble U3AEPXKKN U YNPOLLEHNEe afMUHUCTPUPOBAHNSA MyTEM COMOCTaBIIEHNS Yrpo3, OLLEHKN
MX BMUSIHUS, aBTOMATUYECKOW HACTPOMKM NONUTMK 6e30nacHOCTU 1 naeHTUdMKaLmMy nonb3oBaTtenemn

ApxuTeKTypa ycTpoicTB 6e30nacHOCTU C BbICOKOW MacluTabupyemocTbio obecneymBaet
NPOV3BOAUTENBHOCTb Ha MYNbTUrMraBGUTHBIX CKOPOCTSIX; COrMacoBaHHas W HafdexHas 3aluTa B Maclutade
unuana, HTepHeT-NepMMeTpa 1 LeHTpa 06paboTkv AaHHbIX B (OU3NYECKUX U BUPTYarbHbIX cpedax

YnpoLyeHHoe ynpasreHne cucTteMami 3aLiuThbl B HEGOMbLUMX CETSX NPeanpUATHA Manoro 1 cpeaHero
busHeca

ObecneyeHne 6€30NacHOCTU NOAKIIOYEHNS K KOPNOPATUBHOMN CETU C HOYTOYKOB KOMNaHUM Ha MOBUMbHbBIX
YCTPOWCTBaX, C AOCTYNOM U3 no6oro mectononoxeHus; nogaepxka pewexust Cisco AnyConnect Secure
Mobility Solution, VPN Ha ypoBHe npunoxenuit; knueHTsl VPN ans yctpoiicts Ha 6a3e Apple iOS n Android

3awwmTta Tpadumka, B TOM Yncne AaHHbIX cuctem VoIP 1 KnNneHT-CepBepHbIX NPUNOXEHU, LIMPKYNUPYIOLLINX
Mexay pasHbiMU nogpasgeneHMsamMmn 1 punuanamm KoMnaHum

BctpoeHHas dyHkumst Wi-Fi peanusoBaHa B HacTorbHbIx ycTporcTeax (ASA 5506W-X), yaobHbIx
NS KOMNAKTHOro pa3eepTbiBaHNSA B HebonbLUMX odurcax

Mogenb ASA 5506H-X ¢ ycuneHHbIM opm-hakTopoM npedHasHayveHa cneuyanbHo Ans paboTbl B TsKENbIX
YCNOBUSIX U AOCTYMHA AN UCNOMNb30BAHNSA B KPUTUHECKN BaXKHbBIX MPUNOXEHUAX ANS MHAPACTPYKTYPbI
1 ynpaBneHns ceTsamm

OTkpbITbIN APl-nHTepdeiic, obecneymBatownin MHTErpaLuio CTOPOHHMX TEXHOIIOTVIA B CYLLECTBYOLLNE
paboyme npoLiecchbl 3akasynka

WHTerpaums ¢ cuctemont Snort n nnatcopmon OpenApplD Ha OCHOBe OTKpPbITOrO UCXOAHOIO KoAa
ANs Nony4YeHns JocTyna K pecypcam coobLyecTBa U NPoCTON HAaCTPOMKK NONMTUK 6esonacHocTy,
4YTO NO3BOMNSAET BbICTPO YCTPAHATL HOBbIE YrpO3bl U BKNOYATL B paboTy HOBbIE MPUMNOXEHUS

moBanbHble aHanuTU4eckne AaHHbIe 0 6e30MacHOCTU CUCTEM U penyTaLun BeG-caidToB AN 3alnThbl
B pearnbHOM BPEMEHHU

© Komnanus Cisco v (unun) ee godepHue komnanuu, 2015.
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Mpon3BoANTENBHOCTbL U XapaKTEPUCTUKN NPOAYKTOB

B 1abn. 2 npeacraeneHbl BO3MOXHOCTN MEXCETEBbBIX 9KpaHOB HOBOro nokosneHusa Cisco ASA cepum 5500-X
¢ cepBucamm FirePOWER.

Ta6n. 2. BoamoxHocTu n ckopocts pabotbl Cisco ASA 5500-X ¢ cepsucamu FirePOWER

DyHKUMA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA
5506-X 5506W-X 5506H-X 5508-X 5516-X 5512-X 5515-X 5525-X 5645-X 5655-X
C CepBMCamMm | C cepBMCamMM | C cepBMCamMM | C cepBMCamMm | C CepBMCamm | C CepBuUCaMm | C CepBMCamm | C cepBuCamMm | ¢ cepBucamm | ¢ cepBucammu
FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER

MakcumanbHas ckopoctb | 250 M6ut/c | 250 Méut/c | 250 M6ut/c | 450 M6ut/c | 850 M6ut/c | 300 Mbut/c | 500 M6ut/c | 1100 M6uT/c' 1500 M6uT/c' 1750 M6ut/c
KOHTPOS NPUIOXKEHNI

(AVC)

MakcumanbHas ckopocTb | 125 M6ut/c | 125 M6ut/c | 125 M6ut/c | 250 M6ut/c | 600 M6ut/c | 150 M6ut/c | 250 MBut/c = 650 M6ut/c | 1000 M6uT/c' 1250 M6uTt/c
KOHTPOIA NPUNOXeHWiA

(AVC) un NGIPS

MakcumansHoe 20 000; 20 000; 50000 100 000 250 000 100 000 250 000 500 000 750 000 1,000 000
KonuyecTBO 50 000" 50 000"

oAl P X

MakcumanbHoe 5000 5000 5000 10 000 20 000 10 000 15 000 20 000 30000 50 000

KONM4ecTBO HOBbIX
NOAKIIOYEHWNIA B CeK.

CKOpOCTb KOHTpOns 90 M6ut/c | 90 MBut/c | 90 MBuT/c | 200 M6uTt/c | 500 M6ut/c | 100 M6ut/c = 150 Méut/c | 375 Méut/c | 575 Méut/c | 725 MbuT/c
npunoxexui (AVC) nnun

IPS

[ans HTTP 440 6Gaiit]

NopnepxvBaemsie Bonee 3000

NpUIOXeHUs

Karteropun URL Bonee 80

Yucno Bonee 280 mnH

KaTeropmsnpoBaHHbIX
URL-appecos

LleHTpanusoBaHHas Cisco Security Manager ans Heckonbkux yctpoiicts u Cisco FireSIGHT Management Center
HacTpoMuka,

NpOTOKONMpOBaHue,

MOHUTOPVHT U OTYETHOCTb

BcTtpoeHHoe ynpaesneHne  ASDM 7.3.x ASDM
ycTpo/cTBaMun

PaclumpeHHble Tex. xapaKTepucTuku AOCTYMHbI MPY NpuobpeTeHun nuueHsmn Security Plus.

2 |_|pOVI3BO,ElVITeJ'IbHOCTb 3aBUCUT OT YMCNa aKTUBUPOBAHHbIX beHKLI,MVI

Mpon3BOANTENBHOCTb U XapaKTEPUCTUKM NPOAYKTOB

B tabn. 3 npeacTaBneHo cpaBHEHME TEXHUYECKUX XapaKTEPUCTUK U BO3MOXHOCTEN MEXCETEBBLIX 3KPaHOB HOBOTO
nokonenuss ASA cepum 5500-X gns He6onblmx ohnco, UnNmnanosB N MHTEPHET-NEpUMeTpa.

Ta6n. 3. MexceTeBble akpaHbl HoBOro nokoneHus Cisco ASA cepum 5500-X

DyHKUMA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco Cisco Cisco Cisco
5506-X 5506W-X 5506H-X 5508-X 5516-X 5512-X ASA 5515-X ASA 5525-X ASA 5545-X ASA 5555-X

C cepBucamun € cepBucamm C cepBucamMu | C cepBMcamm | C cepBMcamm | € cepBucamm C cepBucamMm | C cepBucamMm | c cepsucamm € cepBucamm
FirePOWER FirePOWER FirePOWER | FirePOWER | FirePOWER | FirePOWER FirePOWER | FirePOWER | FirePOWER | FirePOWER
MponyckHasa 750 M6ut/c 750 M6ut/c | 750 MGut/c 1 6ut/c 1,8 6/c 1 réut/c 1,2 Mout/c 2 [6ut/c 3 out/c 4 Téut/c
CMocoGHOCTb
C KOHTpOnem
cocToAHuA
(MakcumanbHas')
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®DyHKUMA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco Cisco Cisco Cisco
5506-X 5506W-X 5506H-X 5508-X 5516-X 5512-X ASA 5515-X ASA 5525-X ASA 5545-X ASA 5555-X

CcepBMCamMM | C cepBUCaMM | C cepBUCaMM | C cepBMCaMM | C cepBMCaMM | C cepBMCamMm C cepBuCaMmn | c cepBuUCaMu | c cepBUCaMM | C cepBUCaMM
FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER

MponyckHasn 300 Méut/c 300 Mbut/c 300 MBut/c 500 M6uT/c 900 M6ut/c 500 Mbut/c 600 M6uT/c | 1 F6uTt/c 1,5Téut/c 2 T6ut/c
cnoco6HoCTb

C KOHTponem

cocTosHUA

(MHOronpoToKONLHas?)

MponyckHasn 100 M6ut/c | 100 M6uT/c | 100 M6ut/c | 175 Mbut/c | 250 MGut/c | 200 M6uT/c | 250 M6ut/c | 300 MBut/c | 400 M6uT/c 700 Méut/c
cnoco6HocTs VPN

(TpoiHou cTaHaapT

wndpoBaHUA AaHHbIX

DES/PaclumpeHHbIv

CcTaHAapT W1 gpoBaHusA

naHHbIX (3DES/AES))®

Monb3oBaTtenulysnei HeorpaHu- HeorpaHnu- Heorpanun-  Heorpanu-  Heorpanu-  Heorpanu- Heorpann-  Heorpawu-  Heorpauu-  HeorpaHu-
YeHHO YeHHO YeHHO YeHHO YeHHO YeHHO YeHHO YeHHO YeHHO YeHHO

OpHopaHroBsble 10; 50 10; 50* 50 100 300 250 250 750 2500 5000

noaknw4yeHus

IPsec VPN

Monb3oBartenu Cisco 275 275 275 565 2000 2000 3000 4000 5000 6000

Cloud Web Security

OpHopaHroBsble 2; 50" 2; 50° 50 100 300 2; 250 2; 250 2; 750 2; 2500 2; 5000

noaknoyeHus Cisco

AnyConnect

Premium/Apex VPN
(BKMOYEHO; MaKCUMYM)

BupTtyanbHbie 5;30* 5;30* 30 50 100 50; 100 100 200 300 500
uHTepdeickl (VLAN)
KoHTekcTbI 33LI.|VIT!:I5 HEJOCTYNHO | HEAOCTYMHO | HeaoCTynHo (2;5 2;5 0,0; 2,5 2;5 2;20 2;50 2; 100
(BKNMOYEHO/MaKCUMY M)
Bbicokas AOCTyNHOCTb 4 Heo6xoanma Heobxoguma AktueHo/ B AkTuBHO/ AkTuBHO/ Heobxoguma | AKTUBHO/ AxTyBHO/ AxTyBHO/ AKTMBHO/
nnueH3ns nUueH3us pexume AKTMBHO U AKTMBHO M NULEH3US AKTMBHO M AKTUBHO U AKTMBHO 1 AKTVMBHO 1
Security Plus ' Security Plus ' oxuganus AxtueHo/ B AktuHo/ B Security Plus  AktueHo/ B | AktuBHo/ B AkTuBHO/ B AkTvBHO/ B
AxtmBHO/ B AkTMBHO/ B pexume pexume AKTUBHO/AKTM | P!
pexvuve pexume OXWOAHUS | OXWUAAHWS  BHO U OXWUOAHUS  OXKMAAHWS  OXWUOAHUS | OXMAAHWS
oXxunaaHua oXuaaHusa AxtusHo/ B
pexvve
oXuaaHus
BcTpoeHHasn HegocTynHo | CTaHfapTbl | HEAOCTYMHO  HEAOCTYNHO | HEAOCTYMHO 'HeAOCTYNHO | HEAOCTYMHO | HeAOoCTYMHO K HEeAOCTYMHO | HeAoCTynHO
6ecnpoBoAHas Touka 6ecnpoBoaHO
AocTyna (TexHuyeckue 1 cBA3N
XapakTepucTukm alblgin;
6ecnposoaHon T Makc.
CM. B UH(POPMALIMOHHOM nponyckHas
6ronneteHe k T Cisco CnocobHOCTb
702) Wi-Fi n 54
M6wurt/c;
TONbKO
BHYTPEHHSISA
aHTEeHHa;
nokansHoe
ynpasneHve
vnm
LieHTpanusos
aHHoe Yepes
KOHTponnep
Cisco WLC
Cnort paclwmpeHus HEAOCTYNHO  HEAOCTYMHO  HeAOCTYMHO 'HeAOCTYMHO HeaocTynHo 1 uHTepdenc- | 1 1 1 1
Has nnata nHTepdeiic- nHTepdeic-  nHTepdenc-  uHTepderic-
Hasinnata |Hasinnata  Hasnnata  Hasi nnata
Monb3oBaTtenbckun Het HeT HeT HeT HeT Het Her 0 - 0
cnoT dnew-namaT1
MopTel USB 2.0 MopT USB Mopt USB MopT USB MopTtUSB lMopTUSB 2 2 2 2 2
na ‘A’ Tvna ‘A, Tvna ‘A, na ‘A’ na ‘A’
BbICOKOCKOPO | BEICOKOCKOPO | BbICOKOCKOP | BbICOKOCKOP | BbICOKOCKOP
CTHoW 2.0 CTHO 2.0 octHon 2.0  octHon 2.0  ocTHow 2.0
WUHTerpmpoBaHHbIN 8 x 1GE 8 x 11GE 4 x 11GE 8 x 11GE 8 x 11GE 6 MeaHbIX 6 MeaHbIX 8 meaHbIX 8 meaHbIX 8 meaHbIX
BBOJA-BbIBOA kabenem kabenen GE kabeneit GE kabenen GE kabenen GE
Gigabit
Ethernet (GE)
BBoa-BbIBOA HE[OCTYNHO  HeAOCTYMHO  HEeAOCTYMHO 'HeAOCTYNHO HEeAOCTYNHO 6 MeaHbIX 6 MeaHbIX 6 MeaHbIX 6 MeaHbIX 6 MeaHbIX
pacwmpenuns kabenen GE | kabeneit GE kabenei GE kabenein GE kabeneint GE
wnn vnm vnm vnm vnn
6 kabeneit 6 kabenein | 6 kabeneit 6 kabenein 6 kabeneit
GE T1na GE t1na GE t1na GE t1na GE t1na
Small Form- | SFP SFP SFP SFP
Factor
Pluggable
(SFP)

© Komnanus Cisco v (unun) ee godepHue komnanuu, 2015.
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®DyHKUMA Cisco ASA Cisco ASA
5506-X 5506W-X

ccepBucamu | c cepBucamm
FirePOWER FirePOWER

Cisco ASA
5506H-X

¢ cepBucamm
FirePOWER

Cisco ASA
5508-X

C cepBucamm
FirePOWER

Cisco ASA
5516-X

C cepBucamm
FirePOWER

Cisco ASA
5512-X

C cepBucamm
FirePOWER

Cisco

ASA 5555-X
c cepBucamm
FirePOWER

BblaeneHHbIn nopt [a (smecte ¢ Ha (BmecTe ¢

ynpaBneHusa cepsucamut cepBucamm
FirePOWER), FirePOWER),
10/100/1000 10/100/1000

CepuiiHble NopThbl 1RJ-45n 1RJ-45n
Mini USB Mini USB
TBepAoTenbHbIN 50 'b mSata | 50 MGant
KECTKUI AUCK mSata®
Namats 4 I6ant 4 [6anT
MuHMManbHbI 06bem | 8 MGanT 8 M6ant

dnew-namaTn cuctemsl

CucteMHas WKHa MHorowwnHHasa = MHorowmHHas
apxuTekTypa | apxutektypa

Ycnosus akcnnyaTtauumu

TemnepaTypHbIi Ot 32 Ot 32
AvanasoH no 104°F no 104°F

(o0 (oT0

[0 40°C) Ao 40°C)
OTHocuTenbHas 90 % 6e3 90% 6e3
BRNaXHOCTL KOHAEHCALMKN | KOoHAeHcauum
BbicoTa Hag ypoBHEM Paspa6oTaHo  PaspaboTtaHo
Mops n TecTuposa |

nock Ha TecTupoBsano

BbicoTe 0T 0 | Cb Ha BbICOTE

no 10 000 ot 0 oo

dyToB 10 000

(3048 m) yTOB
(3048 m)

© Komnanus Cisco v (unun) ee godepHue komnanuu, 2015.
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Ha (BmecTe ¢

[a (smecTe ¢

[a (smecte ¢

cepsucamu cepsucamu cepsucamu

FirePOWER), ' FirePOWER), ' FirePOWER),

10/100/10 00 | 10/100/1000 | 10/100/1000

Base-T,

100Base-FX,

1000Base-X

1RJ-45n 1RJ-45n 1RJ-45n

Mini USB Mini USB Mini USB

50 [Gaint 80 Gant 100 réant

mSata, mSata® mSata®

npoTecTMpo

BaHO Ha

HarpesaHve

4 [6anT 8 [Gant 8 [Gant

8 [6ant 8 [Gant 8 [Gant

MHoro- Mhoro- Mhoro-

apxuTeKkTypa apxuTeKkTypa  apxuTekTypa

Ot -4 Ot 32 Ot 32

no 140°F no 104°F no 104°F

(ot -20 (oTO (ot 0 o

no 60°C) no 40°C) 40°C)

95% 6e3 ot 10% ot 10%

KoHaeHca- o 90% 6e3  go 90% 6e3

Lmmn KOH[EHCa-  KOH[eHca-
unn unn

Paspa6o- Paspa6o- Paspa6o-

TaHo n TaHo n TaHo n

TecTupoBarn | TecTupoBan  TecTupoBarn

oCb Ha ocb Ha ocb Ha

BbicoTe 0T 0 | BbicoTe BbicoTe oT 0

no 10000 ot 0 a0 no 10 000

dyToB 10 000 dyToB

(3050 m) hyToB (3048 m)
(3048 m)

Da (1 GE)

1 KOHCOmMb
RJ-45

1 cnoT, auck
120 IBait
(MLC SED)

4 I6aint
4 reant

MHorowmHHas
apxuTekTypa

Or 23
fo 104°F
(oT -5
10 40°C)

ot 10%
00 90 % 6e3
KOoHOeHCcauun

Paspa6oTaHo
" TecTupo-
Banocb

Ha BbICOTE OT
0 go 15000
dyToB

(4572 m)

Cisco Cisco Cisco
ASA 5515-X | ASA 5525-X | ASA 5545-X
C cepBucamu C cepBucamu C cepBucamum
FirePOWER FirePOWER FirePOWER
HOa(1GE) Oa(1GE) | Ha(1GE)
1 KOHCOMb 1 KOHCOMb 1 KOHCOMb
RJ-45 RJ-45 RJ-45
1 cnot 1 crot 2 cnora,
RAID 1
120 Mbaint | 120 Fbant | 120 MBait
MLCSED |MLCSED | MLC SED
8 [Gaint 8 [Gaint 12 MGant
8 MGant 8 Mbant 8 Mbant
MHoro- MHoro- MHoro-
apxuTeKTypa | apxuTekTypa  apxuTekTypa
Or23 Or23 Or23
[o 104°F [o 104°F [o 104°F
(ot -5 (oT -5 (oT -5
Ao 40°C) Ao 40°C) Ao 40°C)
ot 10 90 90
10 90 % 6e3  NpOLEHTOB  MPOLEHTOB
KOHAEeHCa-
ummn
Pazspa6o- Pazspabo- Pazspabo-
TaHo TaHo TaHo
M TECTUPO- | U TECTUPO- | 1 TECTUPO-
Banocb Ha |Banocb Ha  Banocb Ha
BbicoTe oT 0 | BbicoTe oT 0 | BbicoTe OT O
no 15000 oo 10000 | go 10 000
cyToB cyToB cyToB
(3050 m) (3050 m) (3050 m)

[lla (1 GE)

1 KOHCOMb
RJ-45

2 cnoTa,
RAID 1

120 Mbawnt
MLC SED

16 MGant
8 Mbant

MHoro-
WKWHHasa
apxuTekTypa

Or 23
0 104°F
(o1 -5
Ao 40°C)

90
NPOLEHTOB

Paspabo-
TaHo

1 TEeCTUpo-
Banocb

Ha BblcOTE
ot 0

no10 000
cyToB
(3050 m)
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®DyHKUMA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco Cisco Cisco Cisco
5506-X 5506W-X 5506H-X 5508-X 5516-X 5512-X ASA 5515-X ASA 5525-X ASA 5545-X ASA 5555-X

CcepBMCamMM | C cepBUCaMM | C cepBUCaMM | C cepBMCaMM | C cepBMCaMM | C cepBMCamMm C cepBuCaMmn | c cepBuUCaMu | c cepBUCaMM | C cepBUCaMM
FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER

AKycTMYECKUW LYyM Be3s Bes Bes 41,6 41,6 nbA 64,2 nbA 64,2 nbA 64,2 nbA 67,9 nbA 67,9 nbA
BEHTUNSATOPA | BEHTUNATOPA  BEHTUNS- neunben Makc. Makc. Makc. Makc. Makc.
0 aBA 0 oBA Topa 0 ABA ¢ yyeTom
KoppeKuuu
no A (abA)

67,2 nBA 67,2 nBA
MaKe. MaKe.

YcnoBus xpaHeHusA

TemnepaTypHbIA OT-13 po OT-13 go Ot -40 go OT-13 po OT-13 po OT-13 po OT-13 po OT-13 po OT-13 po OT-13 po
AvanasoH 158°F 158°F (o7 -25 185°F (oT - | 158°F (oT- | 158°F (oT- |158°F 158°F 158°F 158°F 158°F
(o1 -25 po no 70°C) 40 po 85°C) |25 no 70°C) 25 pgo 70°C) (o7 -25 fo (o7 -25 no (o7 -25 no (o7 -25 no (o7 -25 no
70°C) 70°C) 70°C) 70°C) 70°C) 70°C)
OTHoCUuTenbLHanA Ot 10% OT1 10% OT1 10% Ot 10% Ot 10% ot 10% o1 10% Ot 10% Ot 10% Ot 10%
BNaXHOCTb 00 90% 6es  no 90% 6es | #o 95 % 10 90 % 6e3 0o 90 % 6e3 a0 90 % 6es [0 90 % 0o 90% 0o 90% 0o 90%
KOHZEHCauMn  KoHAeHcauun 6e3 KOHAEH-  KOHAEH- KOHAEH- KOHZeHcaumMn | 6e3 KOHAEH-
cauun caunm caunm cauun
BbicoTa Haf ypoBHeM Paspa6otaHo PaspaboraHo PaspabotaHo | PaspabotaHo | PaspaGotaHo | PaspaGotaHo PaspabotaHo | PaspaGotaHo  PaspaboraHo  PaspabotaHo
Mopst " TeCTMpoBa- " TecTMpoBa- M TeCTMpoBa- | M TECTMpOBa- | W TECTUPOBA- | U TECTUPO- V1 TecTupo- V1 TecTupo- 1 TeCTUpo- 1 TecTupo-
NOCb Ha BLICOTE | 110Ck Ha BLICOTE | NOCH noce noce Banock Banock Banock Banock Banock
or08015000 or0po 15000 | Ha BbicOTE Ha BbICOTE OT | Ha BbICOTE Ha BbicoTe oT 0 | Ha BbIcOTE Ha BbicOTe Ha BbiCcOTe Ha BbiCOTe
yToB (4572 m) | cpyToB (4572 M) | oT 0 o 15000 O go 15 000 ot 0 go 15000 ' go 15 000 o1 08015000 o1 0po 15000 ot 0po 15000 ot 0 go15 000
dyToB yToB yToB yToB (4570 M) | cbyTOB dyToB dyToB dyToB
(4572 m) (4572 m) (4572 m) (4570 m) (4572 m) (4572 m) (4572 m)

MutaHune Ha Bxoae (Ha UCTOUHUK NUTaHUS)

Avnana3oH HanpsikeHun | OT 90 oo BHewHun, oT | BHewwHui, BHeLwHui, BHeLwHui, OT 100 Ot 100 Ot 100 g0 | OT 100 o Ot 100 po
nepemMeHHOro Toka 240B 90 0o 240B | oT 90 ot 90 mo ot 90 no 240 B [0 240B 240B 240B 240B
nepemMeHHoro | nepemeHHoro | Ao 240 B 240B [o 240B rnepem. Toka | nepem. Toka nepem. Toka nepem. Toka  nepem. Toka
Toka (VAC) | Toka (VAC) | nep HHOT | nep {HOT | nep HHOT
0 TOoKa 0 ToKa 0 ToKa
(VAC) (VAC) (VAC)
HopmanbHoe OT1 90 oo 0190 go 0190 go Ot 91 OT1 92 OT 100 OTr100p0 OT100m80  OT 100 KO Ot 100 pno
HanpshkeHue 240 B nepem. 240 B, 240 B, no 240 B, no 240 B, no 240 B 240 B 240B 240 B 240 B
nepeMeHHOro Toka ToKa nepem. TOK  Nepem. TOK  MEPeM. TOK NepeM. TOK | Mepem. Toka | NepeM. Toka ' Mepem. Toka nepeM. Toka ' Mmepem. Toka
Cuna nepeMeHHOro HeJOCTyNHO | HeaoCTynHO | HegocTynHo 0, 25 AC 0,25AC 4,85 A 4,85 A 4,85 A 5A,01100 5A, or 100
TOKa amnep amnep no 120 B no 120 B
25A ot 5A, ot 100
200 go [o 240 B
240B
YacToTa nepemenHoro | 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y 50/60 'y
Toka
Brnoku aBoHOro Het Het Het Het Het Het Het Het [a la
nuTaHus
HanpsikeHune HEAOCTYNHO  HEAOCTYMHO | HeAOCTYMHO 'HeaoCTynHo HepocTynHo OT -40,5 Or-40,5 Or-40,5 OT-40,5 Ot -40,5
NOCTOAHHOrO TOKa, no 56 B po 56 VDC po 56 VDC  pgo 56 VDC  po 56 VDC
BHYTPU CTpaHbI nocrosiHHoro | (-48 VDC (-48 VDC
Toka (VDC) HOMUHanb- | HomuHane- | (48 VDC (-48 vDC
(-48 VDC Hoe) Hoe) HOMWHAlb- | HOMUHamb-
HOMWHATb- Hoe) Hoe)
Hoe)
HanpsikeHune HeJOCTYyNHO | HeAOCTYMHO | HEAOCTYMHO |HeJOCTYMHO HegocTynHo Ot -55 Ot -55 Ot -55 Ot -55 Ot -55
NOCTOAHHOrO TOKa, no-72vbC po-72VDC po-72VDC po-72VDC po-72VDC
MexayHapoaHoe
(-60 VDC (-60 VDC (-60 VDC (-60 VDC (-60 VDC
HOMWHarb- HOMWHAsb- | HOMUHAamNb- | HOMWHAMb- | HOMUHarmb-
Hoe) Hoe) Hoe) Hoe) Hoe)
Cuvna NoCTOAHHOrO TOKa HeJOCTYMHO | HEAOCTYMHO | HeJOCTYNHO  HedOoCTYNHO ' HepocTynHo 15 A (makc. 15 A (makc. (15 A (makc. 15 A (makc. 15 A (makc.
BXOAHas) BXOAHas!) BXOAHas!) BXOAHas!) BXOAHas!)
MuTaHune Ha Beixoae
CTabunbHbIV pexum 12B 12B 5B 12B 12B 51BT1 65 BT 75 BT 86 BT 90 Bt
npn 2,5A npn2,5A npn 3,6 A npu 3,0 A npn 3,0 A
MakcumManbHbIv 12B 12B 5B 12B 12B 56 BT 70 BT 108 Bt 125Bt 134 Bt
NMUKOBLIA PEXUM npu5A npu 5 A npu 4,4 A npu 5,0A npu 5,0A
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®DyHKUMA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco ASA Cisco Cisco Cisco Cisco
5506-X 5506W-X 5506H-X 5508-X 5516-X 5512-X ASA 5515-X ASA 5525-X ASA 5545-X ASA 5555-X

CcepBMCamMM | C cepBUCaMM | C cepBUCaMM | C cepBMCaMM | C cepBMCaMM | C cepBMCamMm C cepBuCaMmn | c cepBuUCaMu | c cepBUCaMM | C cepBUCaMM
FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER FirePOWER

MakcumanbHas 103 103 BTEM 1083 BTE/M 123 BTEM 123 BTE/M 192 BTEM 239 BTEM | 369 BTE/M 427 BTE/M 458 BTE/M
paccenBaemasi BputaHckux
TennoBas MOLHOCTb TEPMUYECKNX
eanHnL
(BTE)M
®dopm-cakTop HactonbHbli | HacTonbHbii  Hactonb- 1RU, 19 1RU, 19 1 toHuT (RU), 1RU, 1RU, 1RU, 1RU,
HbIiA, [AoMOB, [AoMOB, 19 atovimos, 19 grovimos, | 19 atovimos, | 19 atovimoe, 19 AoNMoB,
MOHTUpPY- MOHTUPY- MOHTUPY- MOHTUPYETCS | MOHTUPY- MOHTUPY- MOHTUPY- MOHTUPY-
etcs etcs etcs B CTOWKY etcs ercs ercs ercs
B CTOWKY, B CTONKY B CTONKY B CTOWKY B CTOWKY B CTOWKY B CTOWKY
MOHTUpPY-
etca
Ha cTeHe,
Ha DIN-
peiike
FaGapuTel 7,871x9,23 |7,871x9,23 9,06x9,05 17,2x 17,2 x 167x16,7x 167x16,7 1,75x175 1,67x16,7x 1,67x16,7
x 1,72 x 1,72 x2,72 11,288 x 11,288 x 15,6 alonma | x 15,6 x 14,25 19,1 glonmva | x 19,1
atoima Aonva Aonva 1,72 poiima | 1,72 proiva Aonva Aonva Aonva
(BxLWxT) (19,992 x (19,992 x (23,0x23,0 (43,688 x (43,688 x (424x429x (4,24x429 (445x (424x42,9 (4,24x429
23,444 x 23,444 x x 6,9 cm) 28,672 x 28,672 x 39,5 cm) x 39,5 cm) 20,04 x x 48,4 cm) x 48,4 cm)
4,369 cm) 4,369 cm) 4,369 cm) 4,369 cm) 36,20 cm)
Bec (c nctouHmkom 4 cpyHTa 4 pyHTa 7 dyHTOB 8 cyHTOB 8 cyHTOB 13,39 pyHTa | 13,39 22,0 oyHTa | 16,82 dpyHTa 16,82
nuTaHus nepemeHHoro | (1,82 «kr) (1,82 kr) (3,18 kr) (3«kr) (3«kr) (6,07 kr) dyHTa (10 kr) (7,63 kr) dyHTa
ToKa) (6,07 kr) C OQMHOY- (7,63 kr)
HbIM C OfIMHOY-
VCTOYHUKOM | HbIM
nuTaHus VCTOYHUKOM
nuTaHus

18,86 ¢pyHTa 18,86
(8,61 «kr)co | cbyHTa
CABOEHHbIM | (8,61 kr) co
VCTOYHUKOM | COBOEHHbIM

nuTaHus VCTOYHUKOM
nuTaHms
BesonacHocTb UL 60950 UL 60951 UL 60950 UL 60952 UL 60953 IEC 60950-1: | IEC 60950- |IEC 60950- |IEC 60950- | IEC 60950-
2005, 1: 2005, 1: 2005, 1: 2005, 2005,
2 n3paHue; 2 nspaxue 2 nspaxue 2 nspaxue 2 nspaxue

CAN/CSA- CAN/CSA- CAN/CSA- | CAN/CSA- |CAN/CSA- EN60950-1: | EN 60950-1:|EN 60950-1: EN 60950- ' EN 60950-1:
C22.2 Ne C22.2 No. C22.2 No. C22.2 No. C22.2 No. 2006+A11: 2006+A11: | 2006+Al1l: 1:2006+All: 2006+A12:0

60950 60951 60950 60952 60953 2009; 2009 2009 2009 09

EN 60950 EN 60951 EN 60950  EN 60952 EN 60953 UL 60950- UL 60950- |UL 60950- UL 60950- | UL 60950-
1:2007, 1:2007, 1:2007, 1:2007, 1:2007,
2 n3gaHve; 2 u3paHve; 2 usgaHuve; | 2 usgaHue; 2 n3paHue;

IEC 60950 IEC 60951 IEC 60950 |IEC 60952 | IEC 60953 ' CSAC22.2 CSAC22.2 |[CSAC22.2 |CSAC22.2 | CSAC222
No. 60950-1- | No. 60950- | No. 60950- No. 60950- | No. 60950-
07, 1-07, 1-07, 1-07, 1-07,
2 n3gaHve 2 u3paHue | 2 usgaHve | 2 uagaHve 2 nuspaxue

ASINZS ASINZS ASINZS ASINZS ASINZS
60950 60951 60950 60952 60953
AneKkTpomarHuTHasa 47 CFR 47 CFR IP40 ans 47 CFR 47 CFR CE: EN55022 | CE: CE: CE: CE:
coBmectuMocTb (EMC) | Yactb 15 Yactb 15 IEC 60529  Yactb 15 Yactb 15 2006+A1:200 | EN55022 EN55022 EN55022 EN55022
CISPR22: CISPR22: 47 CFR CISPR22: |CISPR22: 7 ClassA; 2006+A1:20 | 2006+A1:20 | 2006+A1:20 2006+A1:20
n3panve 6.0 unspgaHue 6.0 uactb 15 n3panve 6.0 wnanaHue 6.0  EN55024 07 Class A; |07 Class A; |07 Class A; 07

CNS13438  CNS13438 | CISPR22: CNS13438 <CNS13438 | 1998+A1:200 EN55024 EN55024 EN55024 Class A;
EN 300386 EN 300386 wusgaHue 6.0 EN 300386 EN 300386 1+A2:2003; 1998+A1: 1998+A1:20 1 1998+A1:20 EN55024

V1.6.1 EN V1.6.1 EN CNS13438 V1.6.1EN V1.6.1 EN EN61000-3-2 1 2001+A2:20 01 + 01+ 1998+A1:20
55022 55022 EN 300 386 | 55022 55022 2009; 03; A2:2003; A2:2003; 01+
EN61000-3-2 EN61000-3-2 V1.6.1 EN | EN61000-3- EN61000-3- EN61000-3-3 |EN61000-3- |[EN61000-3- EN61000-3- ' A2:2003;
EN61000-3-3 EN61000-3-3 | 55022 2 EN61000- ' 2 EN61000- ' 2008; 22009; 22009; 22009; EN61000-3-
ICES-003 ICES-003 EN61000-3- |3-3ICES-  3-3ICES- EN61000-3- | EN61000-3- EN61000-3- ' 2 2009;
BbINyck 5 BbIMYCK 5 2 003 Beinyck | 003 BbINyck 32008; 32008; 32008; EN61000-3-
QCVN 54: QCVN 54: 5QCVNb54: 5 32008;
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®DyHKUMA Cisco ASA Cisco ASA Cisco ASA
5506-X 5506W-X 5506H-X

ccepBuCamMu | c cepBucamm | ¢ cepBuUCaMn
FirePOWER FirePOWER FirePOWER

Cisco ASA
5508-X

C cepBucamm
FirePOWER

Cisco ASA
5516-X

C cepBucamm
FirePOWER

Cisco ASA
5512-X

C cepBucamm
FirePOWER

Cisco Cisco

ASA 5515-X ASA 5525-X
C cepBucamn | ¢ cepBucamu
FirePOWER FirePOWER

Cisco

ASA 5545-X
c cepBucamm
FirePOWER

Cisco

ASA 5555-X
c cepBucamm
FirePOWER

BTTTT BTTTT EN61000-3-
TCVN 7189 | TCVN 7189 | 3 EN6100-

VCCI: V-3 VCCI: V-3 3-11
CISPR24 EN CISPR24 EN | EN6100-3-
300 386 300 386 12 ICES-
V1.6.1 V1.6.1 003 BbInyck
EN301 489-1 EN301 489-1 5 QCVN 54:
v1.9.2 EN301 v1.9.2 EN301 BTTTT
489-17 489-17 TCVN 7189
v2.1.1 EN301 v2.1.1 EN301 VCCI: V-3
489-24 489-24 CISPR24

v1.5.1 EN301 v1.5.1 EN301 EN 300 386
489-4V1.4.1 489-4V141 V16.1
EN301 489-7 | EN301 489-7  EN301 489-
vi3.1 v1.3.1 1v1.9.2
EN55024 EN55024 EN301 489-
QCVN18: QCVN18: [17v2.1.1
BTTTT BTTTT EN301 489-
TCVN 7317 TCVN7317 | 24v15.1
EN301 489-
4vi4a
EN301 489-
7v13.1
EN55024
QCVN 18:
BTTTT
TCVN 7317
KN22
IEC61850-3
IEC61000-
6-5
IEC61000-5
IEC611000-
4-18
IEEE1613.1
|IEEEC62.41
2IEC1613,1
EC61850-3,
IEC60068-2

OtpacneBas B npouecce B npouecce B npouecce
cepTudmkaums

BTTTT
TCVN 7189
VCCI: V-3
CISPR24
EN 300 386
V16.1
EN301 489-
1v19.2
EN301 489-
17v2.1.1
EN301 489-
24v1.51
EN301 489-
4V14.1
EN301 489-
7v13.1
EN55024
QCVN 18:
BTTTT
TCVN 7317

QCVN 54:
BTTTT
TCVN 7189
VCCI: V-3
CISPR24
EN 300 386
V16.1
EN301 489-
1v1.9.2
EN301 489-
17v2.1.1
EN301 489-
24v15.1
EN301 489-
4v1.4.1
EN301 489-
7v1.3.1
EN55024
QCVN 18:
BTTTT
TCVN 7317

FCC: CFR

47, Paspen
15
noppaspen B
Class A 2010,
ANSIC63.4
2009;

ICES-003
nspaHve 4
despanb
2004;

VCCI: V-
3/2011.04;

C-TICK:
ASINZS
CISPR

22,2009

KC: KN22 &
KN24

B npouecce B npouecce B npouecce

FCC: CFR FCC:.CFR
47, Paspen 47, pasgen
15 15
Moapasgen | MNogpasgen
B Class A B Class A
2010, ANSI |2010.ANSI
C63.4 2009; | C63.4 2009;

ICES-003 ICES-003
n3gaHve 4  nsnavue 4
despanb despanb

2004; 2004;

VCCI:V- VCCI: V-

3/2011.04; | 3/2011.04;

C-TICK: C-

ASINZS TICK:AS/NZ

CISPR S

22,2009 CISPR
22,2009

KC: KN22 & |KC: KN22 &
KN24 KN24

B npouecce B npouecce

1 MakcumanbHast nponyckHas crnocobHocTb 3amepsinack Ha Tpadmke UDP npu naeanbHbIX YCNOBUSIX.
MHoronpoTokonbHbIN Tpaduk = TpaduK, COCTOSLLMIA MPENMYLLECTBEHHO 13 NPOTOKOIIOB U NPUNOXeHW Ha ocHoBe TCP: HTTP, SMTP, FTP,

IMAPvV4, BitTorrent, n DNS.

FCC:.CFR
47, paspen
15
Moapasagen
B Class A
2010.ANSI
C63.4 2009;

ICES-003
n3gaHve 4
despanb
2004;

VCCI: V-
3/2011.04;

C-
TICK:AS/NZ
S

CISPR
22,2009

KC: KN22 &
KN24

B npouecce

FCC:.CFR
47, Paspen
15
Moapasgen
B Class A
2010.ANSI
C63.4 2009;

ICES-003
n3naHve 4
despanb

2004;

VCCI:V-
3/2011.04;

C-
TICK:AS/NZ
S

CISPR
22,2009

KC:KN22 &
KN24

B npouecce

8 MponyckHasa cnocobHocTb PN 1 KoNMYecTBO ceccuii 3aBUCAT OT HacTpoek ycTpoictea ASA 1 xapaktepa Tpaduka VPN. 3T MoMeHTbI crneayeT

YYUTBIBaTb NP NNaHWPOBAHUN MOLLHOCTEN.

4 JIMueHsunpyeTcs oTaenbHO; BKNoYaeT ABe nuueH3nn SSL ¢ 6a3oBol cUCTEMONA.
5 Bonee LUIMPOKME BO3MOXHOCTM AOCTYNHbI ANs nuueH3un Security Plus.

N Mcnonb3yemoe NpocTpaHCTBO 3aBUCUT OT cuctemHoro MO.

7 YMeHbLLeHre MakcuMarnbHoe paboyeli TemnepaTtypbl Ha 1,5°C Ha kaxable 1000 yToB Hag ypoBHEM MOPS.
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Mpon3BoANTENBHOCTb U XapaKTEPUCTUKN NPOAYKTOB

B tabn. 4 npeacraBneHo cpaBHeHne annapatHbix ycTponcTts Cisco ASA ¢ annapaTHbiMu Mogynamu Cisco
FirePOWER Security Services Processor (SSP) 10, 20, 40 n 60.

Tabn. 4. Bo3amMoxHOCTU 1 ckopocTb paboTbl annapaTHbix mogyner Cisco ASA 5585-X ¢ cepsucamu FirePOWER

BoamoxHoCTb Cisco ASA 5585-X Cisco ASA 5585-X Cisco ASA 5585-X Cisco ASA 5585-X
SSP-10 ¢ cepBucamm FirePOWER SSP-20 ¢ cepBucamu FirePOWER SSP-40 ¢ cepBucamm FirePOWER SSP-60 ¢ cepucamu FirePOWER

MakcvMManbHasi CKOpoCTb 4,5 éutl/c 7 réut/c 10 Iéut/c 15 Iéut/c
KOHTpons npunoxeHun (AVC)

MakcumManbHasi CKOpoCTb 2 réut/c 3,5 éut/c 6 6ut/c 10 I6ut/c
KOHTpons npunoxeHuin (AVC)

nIPS

MakcumanbHoe Konu4yecTso 500 000 1000 000 1800 000 4 000 000

OAHOBpPEMEHHbIX CeaHCOoB

MakcuMmanbHoe KOnu4ecTBo 40 000 75 000 120 000 160 000
NOAKNIOYEHUI B CEKYHAY

CKOpOCTb KOHTpONs 1,2 Téut/c 2 réut/c 3,5 reutl/c 6 Fout/c
npunoxenun (AVC) unu IPS
[ans HTTP 440 Gaiit]’

Moaner p Bonee 3000
Karteropuu URL Bonee 80
Yucno kaTeropuanpoBaHHbIX Bonee 280 mnH
URL-appecoB

o Cisco Security Manager ans pasHbix yctponcts 1 Cisco FireSIGHT Management Center
LleHTpanu3oBaHHasA HacTpoiika,

npoTokonupoBaHue,
MOHWUTOPUHTI U OTYETHOCTb

Mopenk npoaykra Cisco ASA 5585-X Cisco ASA 5585-X Cisco ASA 5585-X Cisco ASA 5585-X
SSP-10 ¢ cepBucamu FirePOWER SSP-20 ¢ cepucamm FirePOWER SSP-40 ¢ cepBucamu FirePOWER SSP-60 ¢ cepBucamu FirePOWER

TexHU4ecKme xapakTepucTUKn

Namate 12 réant 24 [6ant 24 [6ant 48 b
MuHUManNbHbIN 06beM dnew- 8 [Gant

namsTi

WHTepdeiic ynpaBneHus 2 nopta Ethernet 10/100/1000 M6ut/c

U MOHUTOPUHra

ASA 5585-X ¢ cepucammu FirePOWER Services — moaenu ¢ noBbILLEHHOMN
npoussoguTensHocTbio (EP)

Moaenu ¢ noBbILLEHHON NPOU3BOANTENBHOCTLIO (EP) ncnonb3yoTcs B cryyae, korga Heo6XxoanMo 04HOBPEMEHHO
MCMOMNb30BaTbh MHOXECTBO Pa3HbiX CEPBUCOB 6e3 CHUKEHUS NpousBoauTensHoCTU. Mpu akTuBaumm no6oro Ynucna
cepBurcoB B Mogensx EP nponsBoanTenbHOCTL ocTaeTcs Ha NpeackasyeMoM, NOCTOSIHHOM YPOBHE.

Ta6n. 5. BoamoxHocTM 1 ckopocTb paboTbl annapaTtHbix Mogynen Cisco ASA 5585-X ¢ cepsucamu FirePOWER —
NOBbILLEHHAas NPOM3BOANUTENBHOCTL (EP).

DyHKUMA Cisco ASA 5585-X SSP Cisco ASA 5585-X SSP
EP 10/40 c cepBucamm FirePOWER EP 20/60 c cepBucamu FirePOWER

MakcuManbHasi CKOPOCTb: MOHUTOPUHT U KOHTPOIb 4,5 but/c 7 réwtlc
npunoxexun (AVC)

MakcuManbHasi CKOPOCTb: MOHMTOPUHT U KOHTPONb 4,5 rout/c 7 réut/c
npunoxexuu (AVC) u IPS

Makc. kon-Bo 0gHOBpPEeMEHHbIX CeaHCoB 500 000 1000 000
MakcuManbHoe KONUYecTBO NOAKITIOYEHWIA B CEKYHAY 40 000 75 000
CKOpPOCTbL MOHUTOPUHIA U yNp NpUnc  (AVC) 1,2 T6ut/c 2 éut/c

vnu IPS [ans 440 6anTt HTTP]:
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DyHKUMA Cisco ASA 5585-X SSP Cisco ASA 5585-X SSP
EP 10/40 c cepBucamm FirePOWER EP 20/60 c cepBucamu FirePOWER

CKOpOCTb ANsi HECKONbKMX CepBUCHLIX Npodunen [ansa 440 1,5 [6ut/c 2 eutlc
6auT HTTP]: Multiple Services Profile

Moaner 1e NPUNC Bonee 3000

Kateropuun URL-apgpecoB 80+

Kon-Bo knaccuduumposaHHbix URL-agpecos Bonee 280 mnH

LleHTpanu3oBaHHasa HacTpoyka, NPOTOKONMpOBaHue, Cisco Security Manager ansi pasHbix ycrponcts u Cisco FireSIGHT Management Center

MOHUTOPUHI U OTYETHOCTb

TexHuuyeckue TpeGoBaHus

Namats 24 reant 48 Iant
MuHMManbHbI 06bLeM dneLw-namMaTi 8 rGant
WHTepdelic ynpaBneHus ¥ MOHUTOPUHra 2 nopta Ethernet 10/100/1000

Mopaepxka nnatpopm/COBMECTUMOCTb

Pewenune Cisco ASA c cepsucamm FirePOWER BkntovaeT mexceTteBow akpaH ASA, AVC, dunbTpauuio
URL-agpecoB, NGIPS v cpeacTBO pacluMpeHHON 3almTbl OT Bpe4OHOCHbIX nporpamm (AMP). OTOT yHUKanbHbIN
Habop BO3MOXHOCTEW AOCTYNEH Ha NnaTdopmMax MexXceTeBbIX 3KpaHOB HOBoro nokorneHus Cisco ASA cepumn
5500-X: Cisco ASA 5506-X, 5506W-X, 5506H-X, 5508-X, 5516-X, 5512-X, 5515-X, 5525-X, 5545-X, 5555-X

¢ Security Services Processor SSP-10, SSP-20, SSP-40 n SSP-60.

AnnapaTtHble MexceTeBble akpaHbl Cisco ASA 5585-X ¢ cepeucammu FirePOWER SSP-10, SSP-20, SSP-40

1 SSP-60 nopaepxmBatotcst Ha nnatgopme Cisco ASA 5585-X. [Insa mexceTeBbix akpaHoB Cisco ASA 5585-X
SSP-10, SSP-20, SSP-40 n SSP-60 tpebyeTtca MO Cisco ASA Bepcun 9.2.2 n Bobiwe. MO Cisco ASA c cepsucamm
FirePOWER noppepxuvBaeTtcs Ha ycTponcteax 6esonacHoctn HoBoro nokonexmns Cisco ASA cepumn 5500-X

noa ynpaenexuem O Cisco ASA Bepcun 9.2.2 1 Bbilwe. HesaBucumo ot chopm-cakTopa, Ans ynpasBrneHns
mexceTeBbIM akpaHom Cisco ASA c cepucamm FirePOWER uncnone3yetcs Cisco Security Manager v KOHCOrMb
ynpasnexus Cisco FireSIGHT Management Center. Pewenus Cisco FireSIGHT Management Center n_Cisco
Security Manager Tpebytotca anst ynpaeneHusa Cisco ASA ¢ cepsucamu FirePOWER ASA 5512-X, 5515-X,
5525-X, 5545-X, 5555-X n 5585-X ¢ Security Services Processor SSP-10, SSP-20, SSP-40 n SSP-60. PelueHve
ASDM V 7.3.x — 3TO BCTPOEHHOE peLleHne Ans ynpasneHus ogHMM yCTPOMUCTBOM, KOTOpOe UCMOfb3yeTca

B mogensax Cisco ASA 5506-X, 5506W-X, 5506H-X, 5508-X n 5516-X ¢ cepsucamu FirePOWER.

WHdbopmauusa ons 3akasa

[ns ocopmneHns 3akasa nepengnte Ha MaBHYK CTPaHULLY pa3MeLleHns 3aka3oB Ha npoaykTbl Cisco.

B 1abn. 5 npueBeneHa nHdopmaLmsa anga 3akasa mexceTeBbix 9kpaHoB Cisco ASA ¢ cepucamm FirePOWER.

Tabn. 6. VHdopmaumsa anst opopmneHust 3akasa Ha mexceteBon akpaH Cisco ASA ¢ cepsucamm FirePOWER

B tabnuue Hwxe npueaeHsl apTukynbl ans Cisco ASA c cepsucamu FirePOWER (Bkntovast annapaTtHoe
obecneveHune n nognucky). B oaHoM KoHdMrypaLmm apTMKynoB MOXHO 3akasaTb kak 00opygoBaHue, Tak

1 NOAMNWCKY Ha nporpammHoe obecneyeHune. Mbl pekoMeHyeM BOCMONb30BaTbLCSA Tako MOAENbI0 ANs 3aKas3a.
Takke OOCTYMHbI OTAENbHASA NULIEH3MSA 1 noanuckn Ha AMP ons oGHOBNEHUs CyLLEeCTBYOLLEN NULEH3NN

Ha nogaepxky TA unu TAC. Bonee noapo6Hyo nHdopmaumio CM. B PYKOBOACTBE MO 3aKa3y MEeXCETEBbIX 9KPAHOB
ASA c cepsucamu FirePOWER.
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Cisco ASA c cepucamu FirePOWER, komnnekT cepum 5500-X (o6o0pyaoBaHue 1 noanucka)

ASA 5506-X ¢ cepBucamm FirePOWER waccu 1 noagnucka — KOMMNeKT
ASA 5506W-X ¢ cepBucamu FirePOWER WiFi, waccu u nognucka — KOMMEKT
ASA 5508-X ¢ cepBucamu FirePOWER waccu 1 nognucka — KOMNeKkT
ASA 5516-X ¢ cepBucammn FirePOWER Lwwaccu 1 noanucka — KOMNNIeKT
ASA 5512-X ¢ cepBucamm FirePOWER waccu 1 nognucka — KOMNekT
ASA 5515-X ¢ cepBucamm FirePOWER waccu 1 nognucka — KOMNeKkT
ASA 5525-X ¢ cepBucammn FirePOWER wwaccu u noanucka — KOMNMeKT
ASA 5545-X ¢ cepBucamm FirePOWER waccu 1 nognucka — KOMNekT

ASA 5555-X ¢ cepBucammn FirePOWER wwaccu u noanucka — KOMNMeKT

ASA5506-FPWR-BUN
ASA5506W-FPWR-BUN
ASA5508-FPWR-BUN
ASA5516-FPWR-BUN
ASA5512-FPWR-BUN
ASA5515-FPWR-BUN
ASA5525-FPWR-BUN
ASA5545-FPWR-BUN
ASA5555-FPWR-BUN

Cisco ASA c cepBucammu FirePOWER, komnnekT cepuu 5585-X (o6opyaoBaHuMe n noanvcka Ha ycnyru)

ASA 5585-X SSP-10 ¢ cepBucamu FirePOWER waccu u nognucka
ASA 5585-X SSP-10X ¢ cepBucammn FirePOWER Lwaccu u noanucka
ASA 5585-X SSP-10F40 c cepucammu FirePOWER waccu un noganucka
ASA 5585-X SSP-20 ¢ cepBucamu FirePOWER waccu u nognucka
ASA 5585-X SSP-20X c cepBucammn FirePOWER wwaccu u nognucka
ASA 5585-X EP S20F60 c cepucamu FirePOWER waccu 1 nognucka
ASA 5585-X SSP-40 ¢ cepBucamu FirePOWER waccu u nognucka
ASA 5585-X SSP-60 ¢ cepeucamu FirePOWER waccu 1 nognucka

YcTpoicTBa HUxHero ypoBHs Cisco ASA cepum 5506-X (o6opyaoBaHue)
ASA 5506-X ¢ cepBucammn FirePOWER, nopt aaHHbIx 8 GE, ynpaBnenue 1 GE, nutaHne nepemeHHoro Toka, DES
ASA 5506-X ¢ cepBucammu FirePOWER, noprt A 8 GE, ynp 1 GE, nutaHue nepemeHHoro Toka, 3DES/AES

ASA 5506W-A-X ¢ cepBucamu FirePOWER, WiFi ans CeBepHoit Amepuku, nopT AaHHbIx 8 GE, ynpasneHnue 1 GE,
nuTaHue nepemeHHoro Toka, 3DES/AES

ASA 5506W-E-X ¢ cepBucammu FirePOWER, WiFi ans EBponbl, nopT aal x 8 GE, ynp 1 GE, nutaHue
nepemMeHHoro Toka, 3DES/AES

ASA 5506W-Q-X ¢ cepBucamm FirePOWER, WiFi ansa finonuu, nopt AaHHbIx 8 GE, ynpaBnenue 1 GE, nutaHue
nepemeHHoro Toka, 3DES/AES

ASA 5506W-Z-X ¢ cepucamu FirePOWER, WiFi ansa Asctpanuu/HoBoi 3enanauu, nopt AaHHbIx 8 GE, ynpaBneHue 1
GE, nutaHue nepemeHHoro Toka, 3DES/AES

ASA 5506H-X ¢ cepBucamu FirePOWER, ycuneHHbI chopm-chakTop, nuueH3us security plus, nopT agaHHbix 4 GE,
ynpaBnenue 1 GE, nutanme nepemeHHoro Toka, 3DES/AES

ASA 5508-X ¢ cepBucamu FirePOWER, nopt gaHHbIx 8 GE, ynpaBnenue 1 GE, nutaHne nepemeHHoro Toka, DES

ASA 5508-X ¢ cepBucamu FirePOWER, nopT aaHHbIx 8 GE, ynpaBnenue 1 GE, nutaHne nepemeHHoro Toka, 3DES/AES
ASA 5516-X ¢ cepBucamu FirePOWER, nopT gaHHbix 8 GE, ynpaBnenue 1 GE, nutaHue nepemeHHoro Toka, DES

ASA 5516-X ¢ cepBucammu FirePOWER, nopt aaHHbIx 8 GE, ynpaBnenue 1 GE, nutaHne nepemeHHoro Toka, 3DES/AES
YcTpoicTBa cpeaHero ypoBHsi Cisco ASA cepum 5500-X (o6opyaoBaHue)

ASA 5512-X ¢ cepucamu FirePOWER, nopT AaHHbIx 6 GE, nutaHue nepemeHHoro Toka, 3DES/AES, SSD

ASA 5515-X ¢ cepBucamu FirePOWER, nopT aaHHbIx 6 GE, nutaHue nepemeHHoro Toka, 3DES/AES, SSD

ASA 5525-X ¢ cepBucamm FirePOWER, nopt aaHHbix 8 GE, nutaHue nepemeHHoro Toka, 3DES/AES, SSD

ASA 5545-X ¢ cepucamu FirePOWER, nopT aaHHbIx 8 GE, nutaHue nepemeHHoro Toka, 3DES/AES, 2 SSD

ASA 5555-X ¢ cepBucamm FirePOWER, nopT aaHHbIx 8 GE, nutanue nepemeHHoro Toka, 3DES/AES, 2 SSD
YcrpoinctBa Cisco ASA cepun 5585-X (o6opyaoBaHue)

Llaccu ASA 5585-X ¢ SSP-10, FirePOWER SSP-10,16GE, ynpaBneHue 4GE, 1 UCTOYHUK NUTaHWUA NePeMEHHOro Toka,
3DES/AES

Lllaccu ASA 5585-X ¢ SSP-10, FirePOWER SSP-10,16GE, 4SFP+, 2 uctoyHvka nutaHusa nepemeHHoro toka, 3DES/AES
ASA 5585-X EP SSP-10, FP SSP-40, 14GE, 6SFP+, 1 UCTOYHMK NUTaHUA nepemeHHoro Toka, 3DES/AES
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ASA5585-S10F10-BUN
ASA5585-S10F10X-BN
ASA5585-S10F40-BUN
ASA5585-S20F20-BUN
ASA5585-S20F20X-BN
ASA5585-S20F60-BUN
ASA5585-S40F40-BUN
ASA5585-S60F60-BUN

ASA5506-K8
ASA5506-K9
ASA5506W-A-K9

ASA5506W-E-K9

ASA5506W-Q-K9

ASA5506W-Z-K9

ASA5506H-SP-BUN-K9

ASA5508-K8
ASA5508-K9
ASA5516-K8
ASA5516-K9

ASA5512-FPWR-K9
ASA5515-FPWR-K9
ASA5525-FPWR-K9
ASA5545-FPWR-K9
ASA5555-FPWR-K9

ASA5585-S10F10-K9

ASA5585-S10F10XK9
ASA5585-S10F40-K9

Homep komnoHeHTa
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LWaccu ASA 5585-X ¢ SSP-20, FirePOWER SSP-20,16GE, ynpaBnenue 4GE, 1 UCTOYHMK NUTaHUA NepeMeHHOro Toka, ASA5585-S20F20-K9

3DES/AES

Lllaccu ASA 5585-X ¢ SSP-20, FirePOWER SSP-20,16GE, 4SFP+, 2 uctoyHvka nutaHusa nepemeHHoro toka, 3DES/AES ASA5585-S20F20XK9

ASA 5585-X EP SSP-20, FP SSP-60, 14GE, 6SFP+, 1 MICTOYHUK NMTaHUA nepeMeHHoro Toka, 3DES/AES ASA5585-S20F60-K9

Lllaccu ASA 5585-X ¢ SSP-40, FirePOWER SSP-40, 12GE, 8SFP+, 1 nCTOYHMK NUTaHMA NepeMeHHoro Toka, 3DES/AES ASA5585-S40F40-K9

Llaccu ASA 5585-X ¢ SSP-60, FirePOWER SSP-60, 12GE, 8 SFP+, 2 uctoyHuka nutaHus nepemMeHHoro Toka, 3DES/AES ASA5585-S60S60-K9

Moanucka Ha NporpaMMHyio Bep ASA c cep FirePOWER: Ha 3 roaa (MoXxHo npuo6pecTu noanucky Ha nakeT MO Ha 1 roa, a Takxke oTAenbHble

noanucku Ha MO Cisco IPS, AMP u unbTpaumio URL-agpecos Ha 1 rog u 3 roaa)

Moanucka Ha Cisco ASA5506 FirePOWER c IPS u npunoxenusimm Ha 3 roaa L-ASA5506- L-ASA5506-TA-3Y
TA=

Moanucka Ha Cisco ASA5506 FirePOWER c IPS, npunoxenusmu u ounbtpauven URL-agpecoB Ha 3 roaa L-ASA5506- L-ASA5506-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5506 FirePOWER c IPS, npunoxenusimu u AMP Ha 3 roga L-ASA5506- L-ASA5506-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5506 FirePOWER c IPS, npunoxenusimu, AMP 1 dunbTtpaumeit URL-agpecoB Ha 3 roga L-ASA5506- L-ASA5506-TAMC-
TAMC= 3y

Moanucka Ha Cisco ASA5506 FirePOWER c cdunbTpaumeit URL-agpecoB Ha 3 roaga L-ASA5506- L-ASA5506-URL-3Y
URL=

Mo, Ha Cisco ASA FirePOWER c IPS u npunoxeHusamu Ha 3 roaa L- L-ASA5506W-TA-3Y
ASA5506W-

Mo, Ha Cisco ASA V FirePOWER c IPS, npunc n hunbTp  URL-agpecoB Ha 3 roaa L- L-ASA5506W-TAC-
ASA5506W- 3Y
TAC=

Mo, Ha Cisco ASA FirePOWER c IPS, npunoxenusimu u AMP Ha 3 rona L- L-ASA5506W-TAM-
ASA5506W- 3Y
TAM=

Mo, Ha Cisco ASA V FirePOWER c IPS, npunoxenusmu, AMP u dunbTpaumen URL-agpecoB Ha 3 roaga L- L-ASA5506W-TAMC-
ASA5506W- 3Y
TAMC=

Mo, Ha Cisco ASA FirePOWER c cunbTpaumeit URL-agpecoB Ha 3 roga L- L-ASA5506W-URL-
ASA5506W- 3Y
URL=

Moanucka Ha Cisco ASA5506H FirePOWER c IPS 1 npunoxeHusimu Ha 3 roga L-ASA5506H- | L-ASA5506H-TA-3Y

Moanucka Ha Cisco ASA5506H FirePOWER c IPS, npunoxenunsamun n dounbtpaumnen URL-agpecos Ha 3 roga L-ASA5506H- | L-ASA5506H-TAC-
TAC= 3y

Moanucka Ha Cisco ASA5506H FirePOWER c IPS, npunoxennsimm u AMP Ha 3 roga L-ASA5506H- | L-ASA5506H-TAM-
TAM= 3Y

Moanucka Ha Cisco ASA5506H FirePOWER c IPS, npunoxenusimu, AMP u cdounsTtpaumeih URL-agpecoB Ha 3 roga L-ASA5506H- = L-ASA5506H-TAMC-
TAMC= 3Y

Moanucka Ha Cisco ASA5508H FirePOWER c IPS n npunoxeHusimu Ha 3 ropa L-ASA5508- L-ASA5508-TA-3Y
TA=

Moanucka Ha Cisco ASA5508 FirePOWER c IPS, npunoxenusamu u dunstpauven URL-agpecos Ha 3 roga L-ASA5508- L-ASA5508-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5508 FirePOWER c IPS, npunoxenusimm n AMP Ha 3 roga L-ASA5508- L-ASA5508-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5508 FirePOWER c IPS, npunoxenuamu, AMP n cdunbTtpaumen URL-agpecoB Ha 3 rona L-ASA5508- L-ASA5508-TAMC-
TAMC= 3y

Moanucka Ha Cisco ASA5508 FirePOWER c cdmnbTpaumeit URL-appecoB Ha 3 ropga L-ASA5508- L-ASA5508-URL-3Y
URL=

Moanucka Ha Cisco ASA5516 FirePOWER c IPS u npunoxeHusamm Ha 3 roga L-ASA5516- L-ASA5516-TA-3Y
TA=
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OnucaHve npoaykTa Homep komnoHeHTa

Moanucka Ha Cisco ASA5516 FirePOWER c IPS, npunoxenusimu n ounbtpaumen URL-agpecoB Ha 3 roaa L-ASA5516- L-ASA5516-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5516 FirePOWER c IPS, npunoxeHusamu u AMP Ha 3 roga L-ASA5516- L-ASA5516-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5516 FirePOWER c IPS, npunoxenusimu, AMP 1 dunbTtpaumeit URL-agpecoB Ha 3 roaa L-ASA5516- L-ASA5516-TAMC-
TAMC= 3Y

Moanucka Ha Cisco ASA5516 FirePOWER c cdunbTpaumein URL-agpecoB Ha 3 roaga L-ASA5516- L-ASA5516-URL-3Y
URL=

Moanucka Ha Cisco ASA5512 FirePOWER c IPS v npunoxeHusamu Ha 3 rona L-ASA5512- L-ASA5512-TA-3Y
TA=

Moanucka Ha Cisco ASA5512 FirePOWER c IPS, np M UnbLTY u URL-agp Ha 3 ropga L-ASA5512- L-ASA5512-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5512 FirePOWER c IPS, npunoxenusmm u AMP Ha 3 roga L-ASA5512- L-ASA5512-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5512 FirePOWER c IPS, npunoxenusamu, AMP n counbTtpaumeit URL-agpecoB Ha 3 roga L-ASA5512- L-ASA5512-TAMC-
TAMC= 3Y

Moanucka Ha Cisco ASA5512 FirePOWER c cdunbTpaumeit URL-agpecoB Ha 3 roaga L-ASA5512- L-ASA5512-URL-3Y
URL=

Mopnucka Ha Cisco ASA5515 FirePOWER c IPS u npunoxexusimu Ha 3 roaa L-ASA5515- L-ASA5515-TA-3Y
TA=

Moanucka Ha Cisco ASA5515 FirePOWER c IPS, npunoxenusamu v counstpaumen URL-agpecos Ha 3 roga L-ASA5515- L-ASA5515-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5515 FirePOWER c IPS, npunoxeHusmm u AMP Ha 3 roga L-ASA5515- L-ASA5515-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5515 FirePOWER c IPS, npunoxeHuamu, AMP u ounbtpaumen URL-agpecoB Ha 3 roga L-ASA5515- L-ASA5515-TAMC-
TAMC= 3Y

Moanucka Ha Cisco ASA5515 FirePOWER c cdunbTpaumeii URL-appecoB Ha 3 roaa L-ASA5515- L-ASA5515-URL-3Y
URL=

Mopnucka Ha Cisco ASA5525 FirePOWER c IPS u npunoxenusimu Ha 3 roga L-ASA5525- L-ASA5525-TA-3Y

Moanucka Ha Cisco ASA5525 FirePOWER c IPS, npunc W bunbTp “ URL-agp Ha 3 roga L-ASA5525- L-ASA5525-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5525 FirePOWER c IPS, npunoxenusimu u AMP Ha 3 roga L-ASA5525- L-ASA5525-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5525 FirePOWER c IPS, npunoxenusamu, AMP un cdmnbtpaumen URL-agpecoB Ha 3 rona L-ASA5525- L-ASA5525-TAMC-
TAMC= 3Y

Moanucka Ha Cisco ASA5525 FirePOWER c cdunbTpaumeii URL-appecoB Ha 3 roaa L-ASA5525- L-ASA5525-URL-3Y
URL=

Moanucka Ha Cisco ASA5545 FirePOWER c IPS n npunoxenusimm Ha 3 roga L-ASA5545- L-ASA5545-TA-3Y
TA=

Moanucka Ha Cisco ASA5545 FirePOWER c IPS, npunoxeHusimu u ounbtpauven URL-agpecos Ha 3 roaa L-ASA5545- L-ASA5545-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5545 FirePOWER c IPS, npunoxenusamm n AMP Ha 3 ropga L-ASA5545- L-ASA5545-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5545 FirePOWER c IPS, npunoxenusamu, AMP un cmnbtpaumen URL-anpecoB Ha 3 rona L-ASA5545- L-ASA5545-TAMC-
TAMC= 3y

Moanucka Ha Cisco ASA5545 FirePOWER c cdunbtpaumen URL-appecoB Ha 3 ropga L-ASA5545- L-ASA5545-URL-3Y
URL=

Moanucka Ha Cisco ASA5555 FirePOWER c IPS n npunoxeHusimm Ha 3 roga L-ASA5555- L-ASA5555-TA-3Y
TA=

Moanucka Ha Cisco ASA5555 FirePOWER c IPS, npunc W PUNbLTY n URL-agp Ha 3 roga L-ASA5555- L-ASA5555-TAC-3Y
TAC=

Moanucka Ha Cisco ASA5555 FirePOWER c IPS, npunoxeHusimm u AMP Ha 3 roga L-ASA5555- L-ASA5555-TAM-3Y
TAM=

Moanucka Ha Cisco ASA5555 FirePOWER c IPS, npunoxenusamu, AMP u cunstpaumen URL-agpecoB Ha 3 roaa L-ASA5555- L-ASA5555-TAMC-
TAMC= 3y
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Moanucka Ha Cisco ASA5555 FirePOWER c dmnbTpaumen URL-agpecoB Ha 3 roaa L-ASA5555- L-ASA5555-URL-3Y
URL=

Moanucka Ha Cisco ASA5585-10 FirePOWER c IPS u npunoxeHusimm Ha 3 roga L-ASA5585-10- = L-ASA5585-10-TA-
TA= 3Y

Moanucka Ha Cisco ASA5585-10 FirePOWER c IPS, npunoxenusmun n cmunbtpaumeit URL-appecoB Ha 3 ropga L-ASA5585-10- | L-ASA5585-10-TAC-
TAC= 3y

Moanucka Ha Cisco ASA5585-10 FirePOWER c IPS, npunoxenusimn n AMP Ha 3 roga L-ASA5585-10- | L-ASA5585-10-TAM-
TAM= 3y

Moanucka Ha Cisco ASA5585-10 FirePOWER c IPS, npunoxenusamu, AMP u cdunbtpaumein URL-agpecos Ha 3 roaa L-ASA5585-10- | L-ASA5585-10-
TAMC= TAMC-3Y

Moanucka Ha Cisco ASA5585-10 FirePOWER c dmnbTpaumeinn URL-agpecoB Ha 3 roaa L-ASA5585-10- = L-ASA5585-10-URL-
URL= 3Y

Moanucka Ha Cisco ASA5585-20 FirePOWER c IPS u npunoxeHusimm Ha 3 roga L-ASA5585-20- | L-ASA5585-20-TA-
TA= 3y

Moanucka Ha Cisco ASA5585-20 FirePOWER c IPS, npunoxeHusmu u ounbtpauven URL-agpecoB Ha 3 roaa L-ASA5585-20- = L-ASA5585-20-TAC-
TAC= 3Y

Mopanucka Ha Cisco ASA5585-20 FirePOWER c IPS, npunoxeHusimu 1 AMP Ha 3 roga L-ASA5585-20- | L-ASA5585-20-TAM-
TAM= 3Y

Moanucka Ha Cisco ASA5585-20 FirePOWER c IPS, npunoxenusimu, AMP u cdounbtpaumein URL-agpecoB Ha 3 roga L-ASA5585-20- | L-ASA5585-20-
TAMC= TAMC-3Y

Moanucka Ha Cisco ASA5585-20 FirePOWER c¢ ¢unbTpaumein URL-agpecoB Ha 3 roga L-ASA5585-20- | L-ASA5585-20-URL-
URL= 3Y

Moanucka Ha Cisco ASA5585-40 FirePOWER c IPS u npunoxeHusamm Ha 3 roga L-ASA5585-40- = L-ASA5585-40-TA-
TA= 3Y

Moanucka Ha Cisco ASA5585-40 FirePOWER c IPS, npunoxeHusamu u ounbtpaumeinn URL-agpecoB Ha 3 roaa L-ASA5585-40- = L-ASA5585-40-TAC-
TAC= 3Y

Moanucka Ha Cisco ASA5585-40 FirePOWER c IPS, npunoxeHusmmu u AMP Ha 3 roga L-ASA5585-40- = L-ASA5585-40-TAM-
TAM= 3Y

Moanucka Ha Cisco ASA5585-40 FirePOWER c IPS, npunoxenusmu, AMP u cdounbtpaumeit URL-agpecoB Ha 3 roaa L-ASA5585-40- | L-ASA5585-40-
TAMC= TAMC-3Y

Moanucka Ha Cisco ASA5585-40 FirePOWER c ¢unbTpauvein URL-agpecoB Ha 3 roga L-ASA5585-40- | L-ASA5585-40-URL-
URL= 3y

Moanucka Ha Cisco ASA5585-60 FirePOWER c IPS u npunoxeHusimu Ha 3 roga L-ASA5585-60- = L-ASA5585-60-TA-
TA= 3Y

Moanucka Ha Cisco ASA5585-60 FirePOWER c IPS, npunoxexusimu n ounbtpaunen URL-agpecos Ha 3 roga L-ASA5585-60- = L-ASA5585-60-TAC-
TAC= 3y

Moanucka Ha Cisco ASA5585-60 FirePOWER c IPS, npunoxeHusmmu u AMP Ha 3 roga L-ASA5585-60- | L-ASA5585-60-TAM-
TAM= 3y

Moanucka Ha Cisco ASA5585-60 FirePOWER c IPS, npunoxeHusmu, AMP u ounbtpaumein URL-agpecoB Ha 3 roga L-ASA5585-60- | L-ASA5585-60-
TAMC= TAMC-3Y

Moanucka Ha Cisco ASA5585-60 FirePOWER ¢ dmnbTpaumein URL-agpecos Ha 3 roaa L-ASA5585-60- | L-ASA5585-60-URL-
URL= 3y
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3arpyska nporpammHoro obecneyeHuns

Ons 3arpy3ku MO Cisco ASA c cepBucamu FirePOWER nocetute ueHTtp Cisco Software Center.

JononHuTtenbHasa nHgpopmauus

Ons nony4vyeHunda OOMNONHUTENBHOW MHOPMaLUMK NporuanTe no cnegyrwmnm CCblikaM.

e MexceTeBble 3kpaHbl HoBoro nokonexus Cisco ASA cepum 5500-X:

http://www.cisco.com/go/asa.

« Cisco Security Manager:

http://www.cisco.com/c/en/us/products/security/security-manager/index.html.

e Cisco Adaptive Security Device Manager:

http://vvvvwxiscoxom/c/en/us/products/securitv/adaptive-securitv-device-manager/index.html

e Ycnyru Cisco B obnactn 6esonacHocTu:

http://www.cisco.com/en/US/products/svcs/ps2961/ps2952/serv_group _home.html.
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